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LEGISLATIVE AND ETHICAL QUESTIONS REGARDING FORENSIC "BIOMETRIC" DATABASES 
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Forensic Science is gaining more and more importance in criminal justice. Two parallel processes, developing during the last few decades, are responsible for this new tendency:       (a) the development of new scientific tools, which are much more accurate, sensitive and reliable,  in use by forensic scientists, such as DNA profiling, and                                          (b) the construction of large and comprehensive computerized forensic databases, allowing, in many instances, fast and efficient identification of a perpetrator without its physical apprehension. 

Although very effective as forensic tools, these databases pose a lot of legislative and ethical concerns. In case of DNA, concerns are deeper since the sample contains by its nature sensitive genetic information regarding its owner, not necessarily needed for his identification. Legislators have to come up with answers regarding issues such as: inclusion and deletion criteria; retention of DNA samples rather than just the DNA profiles deriving from them; possible uses of samples and profiles for research (forensic and non-forensic) purposes etc. Many of such issues lead to a frequently asked question in democratic regimes: to what extent should the government gain authority to intrude privacy and autonomy of the individual in the name of the common good, manifested i.e. in fighting crime and terrorism? Or, according to another point of view, are these two supplementing rather than opposing each other?

This paper will describe a few of these issues by using examples taken from home and abroad. One of the examples deals with the collection and forensic use of DNA samples taken from volunteers. Police is asking people not considered as suspects to volunteer DNA samples during "intelligence led DNA mass screenings" for exclusion purposes. Are these samples really collected voluntarily? What restrictions are there on their use, inclusion in the database and retention?

Detailed analysis of Anat Fliner's murder case will be presented. This is an instructive case since a large DNA mass screening (or dragnet) giving negative results was used on one hand, but a voluntarily given DNA sample in course of this mass screening successfully solved three non related rape cases on the other hand.
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